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Code of Conduct for photographs and recordings
Data Protection Guidance Sheet

The following code of conduct must be observed when taking photographs or making audio or video recordings within the College.  It also includes recordings made using video conferencing software.  The requirement also applies to any external party invited into the College. 

· It is prohibited to make covert images or recordings without the written permission of the Deputy Principal for HR and Corporate Services[footnoteRef:2]. [2:  This person is also the Senior Information Risk Owner for New College Durham] 

· Do not store audio or video recordings on unencrypted USB sticks or personal equipment. 
· Always ensure you and your camera / recording equipment are visible and that if questioned you can explain 
· why you are taking the photographs or making the recording
· what the images or recordings will be used for 
· how long the images or recordings will be kept
· If someone objects to being recorded, filmed or photographed on the basis of the above information you must respect this and delete any images or recordings of them UNLESS the making of the recording is essential for the College to deliver the requirements of the course they are enrolled on.  
· If possible, give advance warning of any activity involving photographing or recording/filming people at the College.  This can be done by placing signage to give advance notice or by sending an email to staff whose students may be affected. 
· Do not record any meetings with staff or students without the permission of all participants.  You should display the NCD Recording Disclaimer, available as a PowerPoint slide from the Academic Registry Data Protection pages.
· It is permissible, for learning support purposes, for a lesson to be recorded and transcribed.  Additional Learning Support can provide suitable recording equipment and a transcription service.  The audio recording will be destroyed at the end of this process.  In such circumstances the lecturer should advise the class that a recording is being made and that the audio will be destroyed afterwards.  The identity of the student for whom the recording is being done must never be revealed.
· Students are not allowed to make their own personal recordings of a class.
· It is permissible to make a video demonstrating a skill during a lesson, however anyone who is unhappy being videoed should be advised to stand out of shot.
· Assessment of student work may be recorded where this a necessary part of the course and as such does not require the permission of the participants.
· Any recording of a meeting should not be retained for any length of time.  Once the minutes of the meeting have been produced, the recording is not required and should be deleted.
· Any recording containing Personal Data[footnoteRef:3] must be saved on College owned secure storage (ie College network, OneDrive or SharePoint site, but not on mobile devices[footnoteRef:4] – phones, tablets or laptops or on systems where the data is stored offsite, eg Zoom). [3:  ie Discussions with or about an individual]  [4:  Except when using in a remote location as a means of collection and then transferring the recording to approved storage and deleting from original location] 

· Do not use a flash in confined spaces without warning those in the vicinity.

The College has a statement in the standard student agreement that establishes that photographs taken by the College may be used for marketing purposes.  The assumption is that this is permitted because this code of conduct has been followed.
The College has a Data Protection Policy which is available on the College intranet and website.  Please refer to this for further information.
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