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Data Protection Impact Assessment Guidelines

About:
A Data Protection Impact Assessment (DPIA) is a process which assists organisations in identifying and minimising the privacy risks of new projects or policies.  Within the College we conduct a DPIA when a new system is proposed that involves the processing of personal data or the innovative use of technologies.  
An exception is that a DPIA is not required where a system is implemented that directly replaces an existing system and in which existing processes and technologies are all replicated.
The DPIA is usually conducted by the Data Owner for the personal data concerned and should be started when the proposal is in its early stages.  The Data Owner is the person who holds financial and managerial responsibility of the data set.  The DPIA should then be reviewed by the Data Protection Officer who will provide advice and assistance aimed at ensuring the assessment is thorough and mitigating any risk.  The final DPIA should be signed off by the Senior Information Risk Owner.
Data Protection Impact Assessment
What is the purpose of the system? 
	



What personal data is collected/used/stored? 
	



Is all the personal data collected necessary for the purpose of the system? 
	



Where will the personal data be held, and in what format? Will it be processed outside the EEA?
	



With whom will the personal data be shared? 
	



How will data subjects be informed about the processing of their data? 
	



Data Protection risks
Identify risks of breaching these data protection principles
· Lawfulness, Fairness and Transparency 
· Purpose Limitation 
· Data minimisation 
· Accuracy 
· Storage Limitation 
· Integrity and Confidentiality / Security 

	Ref
	Risk
	Impact
	Proposed mitigation
	Result

	
	[describe the risk in terms of the principles above]
	[describe what might happen if this risk emerged]
	[describe what you will do to prevent this]
	[Eliminate / Avoid / Reduce / Accept

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



The Owner of the Data that is being Processed as described above should sign to indicate that they propose the mitigation and they submit the form to the DPO and SIRO for approval to proceed.
Data Owner: ___________________________ Date completed: _______________

DPO Statement
	DPO Review Date: 




SIRO Review Date and Signoff: ___________________________
The SIRO may make comments below if appropriate.
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