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Legitimate Interest Assessment Guidelines         

About:
A Legitimate Interest Assessment (LIA) is a process which assists organisations in identifying whether it is able to process a certain type of data without having a legal obligation, public task purpose or obtaining the consent of the data subject.  Within the College we conduct an LIA when a new type or use of data is identified which we believe we may have a legitimate interest in processing and for which the processing is not compatible with the above purposes.  
The LIA is usually conducted by the Information Compliance Group in order to determine whether the ‘legitimate interests’ basis applies to the processing identified.
The final LIA should be signed off by the Senior Information Risk Owner at the Information Management Steering Group.
Legitimate Interests Assessment
Describe the processing 
	



Purpose Test
· Why do you want to process the data?
· What benefit do you expect to get from the processing?
· Do any third parties benefit from the processing?
· Are there any wider public benefits to the processing?
· How important are the benefits that you have identified?
· What would the impact be if you couldn’t go ahead with the processing?
· Are you complying with any specific data protection rules that apply to your processing (eg profiling requirements, or e-privacy legislation)?
· Are you complying with other relevant laws?
· Are you complying with industry guidelines or codes of practice?
· Are there any other ethical issues with the processing?

	[Summarise responses here]



Necessity Test 
· Will this processing actually help you achieve your purpose?
· Is the processing proportionate to that purpose?
· Can you achieve the same purpose without the processing?
· Can you achieve the same purpose by processing less data, or by processing the data in another more obvious or less intrusive way?
[bookmark: _GoBack]
	[Summarise responses here]



Balancing Test
You need to consider the impact on individuals’ interests and rights and freedoms and assess whether this overrides your legitimate interests.
	Nature of the personal data

	· Is it special category data or criminal offence data?
· Is it data which people are likely to consider particularly ‘private’?
· Are you processing children’s data or data relating to other vulnerable people?
· Is the data about people in their personal or professional capacity?

	Reasonable expectations

	· Do you have an existing relationship with the individual? 
· What’s the nature of the relationship and how have you used data in the past?
· Did you collect the data directly from the individual? What did you tell them at the time?
· If you obtained the data from a third party, what did they tell the individuals about reuse by third parties for other purposes and does this cover you?
· How long ago did you collect the data? Are there any changes in technology or context since then that would affect expectations?
· Is your intended purpose and method widely understood?
· Are you intending to do anything new or innovative?
· Do you have any evidence about expectations – eg from market research, focus groups or other forms of consultation?
· Are there any other factors in the particular circumstances that mean they would or would not expect the processing?

	Likely impact

	· What are the possible impacts of the processing on people?
· Will individuals lose any control over the use of their personal data?
· What is the likelihood and severity of any potential impact?
· Are some people likely to object to the processing or find it intrusive?
· Would you be happy to explain the processing to individuals?
· Can you adopt any safeguards to minimise the impact?

	
Can you offer individuals an opt-out? 

	
Yes / No


[Summarise responses here]





Decision
	 
Can NCD rely on legitimate interests for this processing? 

	
Yes / No

	
· Describe any reasoning for the response
· Describe any update to Privacy Notices




	Privacy Notice to be updated by
	



Date completed: _______________
Date of SIRO signoff: ___________________________
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